Kingston Data Traveler 5000—Secured by SPYRUS™

The first in a line of the most secure commercial USB
flash drives in the world.
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F I aSh Drive Eve r B u i It e Epoxy-sealed module protects memory and security components

e Anti-tamper mechanisms with built-in self-destruct features

e Ten incorrect passwords forces re-initialization of the device
e Password transmitted to drive via secure channel

e Password is authenticated with epoxy module, then discarded
e No passwords are stored anywhere—period

¢ No use of simplistic challenge-response protocols

e No admin rights required for installation or use

B Hardware-based XTS-AES 256-bit encryption

B FIPS 140-2 Level 2 validated with Level 3 validation pending

B Designed and developed in the U.S.A.

SUITE
B Are your devices Secured by SPYRUS™?
SUITE B ON BOARD™ SPYRUS® Click here to see a technical discussion of Secured by SPYRUS™

and Suite B on Board® security.

Order Secured by SPYRUS™ devices through reseller Autonomic
Resources.

See kingston.com/DT5000.asp for more information.



http://www.spyrus.com/news/DT5000technicalbrief.pdf
http://www.autonomicresources.com/
http://www.kingston.com/flash/DT5000.asp

