‘ Trusted Mobile Computig
/J In Your Pocket

‘ et

The only licensed native Windows® environment providing
trusted mobile computing. Not a virtual machine.

Hardware encrypts and secures the Windows operating system,
applications, profiles, and data.

USE CASES Secure pre-boot authentication validates the integrity of the

Secure Pocket Drive and operating system using on-board

B Road warrior hardware security at boot time. If tampered with, it will not boot.

Uses only the keyboard, display, mouse, and RAM on the host PC.
Access to the host PC’s internal hard drive is blocked.

B Work from home

B Tactical battlefield
Advanced hardware security includes XTS-AES 256, ECDH,

W Forensic analysis ECDSA P-384, and SHA-384, which make up the US National

B Mobile productivity Security Agency’s Suite B cryptography.

B Secure web browsing Customizable to meet your organization’s requirements.
B Reservists/National

Guard/veterans WWW.Spyrus.com info@spyrus.com

SECURED BY SPYRLS®




A PCIn Every Pocket

An entire Windows® environment that is securely protected, self-contained,
and portable.

Imagine a handful of Microsoft Windows® PCs in your pocket. Each fully operational, self-contained, and
secure against loss.

Introducing the Secure Pocket Drive. Securely boot an environment containing your applications and
data files. When you're done, remove the drive and leave nothing behind. It doesn’t matter where you
use it or lose it—it’s secure.

Secure Pocket Drive uses Microsoft Windows Embedded, a modular operating system designed to be
run from portable devices. Windows XP- and Windows 7-compatible versions are available. Devices can
be managed through your domain group policy settings, or user accounts can be added to individual
devices.

All editions except Web Edition support writing user data to the My Documents folder or to a separate
USB flash drive which can be used to share data with other users. To protect shared data, use an
encrypting drive such as the Hydra PC™ Digital Attaché .

BASE EDITIONS CAN BE CUSTOMIZED ADDITIONAL INFORMATION

B Web Edition—Designed for secure web browsing, in- B Designed, developed, and manufactured in USA
cluding web email without fear of user modification or ) )
infection by malware. Users cannot download toolbars, W FIPS 140-2 Level 2 validated, Level 3 pending

plug-ins, Active-X controls, or save files. B Secure pre-boot authentication

B Remote Access Edition—Like the Web Edition, this edi-

o ) . ! B No residue left on host PC—you were never there.
tion is designed for secure web browsing but it can be

configured with a VPN and remote access ‘thin’ client. m Malware protection

B Productivity Edition—For users who need to run B Sophisticated self-destruct mechanisms
applications locally. After approved applications are
installed and configured, users can write only to the My m Works with government-issued CAC cards

Documents folder. All other modification is blocked. . .
B Computer BIOS must support booting from a USB drive

B Minimum 512MB RAM required (more is better)

My Windows®

R, By B Fixed or removable memory (4GB, 8GB, 16GB)

SEE SECURE POCKET DRIVE IN ACTION AT
http://www.spyrus.com/products/secure_pocket_drive.asp SPYRLUS®

ABOUT SPYRUS

SPYRUS, Inc. provides high-assurance security technology for the U.S. Government, industries required to comply with security regulations, and everyday users who want the best
protection for sensitive information. All Secured by SPYRUS® security technology is designed, developed, and manufactured entirely in the USA. SPYRUS hardware and software support
the strongest commercially available cryptographic algorithms, including elliptic curve cryptography (ECC) and AES-256, which exceed the U.S. Government Suite B standard. SPYRUS
holds patents in the U.S. and abroad that enable peripheral device solutions for data-at-rest storage, secure authentication, secure communication, and full disk encryption, as well as
patents relating to data protection and rights management for digital content. SPYRUS is a privately-held U.S.-based company and is a Microsoft managed ISV partner.

Trademark notice: “Protected by U.S. Patents 7,380,140; 6,088,802; 6,981,149; Patents Pending. SPYRUS, the SPYRUS logos, Hydra PC, Trusted Mobility, Secured by SPYRUS, Security to the
Edge, and Suite B On Board are either registered trademarks or trademarks of SPYRUS, Inc. in the U.S. and/or other jurisdictions.
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